
International Journal of Research in Advent Technology, Vol.5, No.8, August 2017 

E-ISSN: 2321-9637 

Available online at www.ijrat.org 
 

63 

 

Implementation of Clone Attack 

Detection Protocol for Wireless Sensor Networks 

 
Dr. Mohammed Abdul Waheed

1
, Farisa Nausheen

2 

1
Assosciate Professor, Department of Computer Science & Engineering, 

2
P.G.Student, Department of Computer Science & Engineering, 

VTU  PG Centre, Kalaburgi, Karnataka, India. 

 

Abstract— An energy-efficient location-aware clone detection protocol is proposed in densely deployed WSNs, which can 

guarantee successful clone attack detection and maintain satisfactory network lifetime. Specifically, the location information of 

sensors is used and randomly select witnesses located in a ring area to verify the legitimacy of sensors and to report detected 

clone attacks. The ring structure facilitates energy-efficient data forwarding along the path towards the witnesses and the sink. 

Proposed protocol can achieve 100 clone detection probability with trustful witnesses. Moreover, in most existing clone 

detection protocols with random witness selection scheme, the required buffer storage of sensors is usually dependent on the 

node density, while in proposed protocol, the required buffer storage of sensors is independent of hop length of the network 

radius. Proposed protocol can achieve long network lifetime by effectively distributing the traffic load across the network. 
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1. INTRODUCTION 

Wireless sensors have been widely deployed for a variety of 

applications, ranging from environment monitoring to 

telemedicine and objects tracking, etc. For cost effective 

sensor placement, sensors are usually not tamperproof devices 

and are deployed in places without monitoring and protection, 

which makes them prone to different attacks. For example, a 

malicious user may compromise some sensors and acquire 

their private information. Then, it can duplicate the sensors 

and deploy clones in a wireless sensor network (WSN) to 

launch a variety of attacks, which is referred to as the clone 

attack. As the duplicated sensors have the same information, 

e.g., code and cryptographic information, captured from 

legitimate sensors, they can easily participate in network 

operations and launch attacks. Due to the low cost for sensor 

duplication and deployment, clone attacks have become one 

of the most critical security issues in WSNs. Thus, it is 

essential to effectively detect clone attacks in order to ensure 

healthy operation of WSNs. To allow efficient clone detection, 

usually, a set of nodes are selected, which are called witnesses, 

to help certify the legitimacy of the nodes in the network. The 

private information of the source node, i.e., identity and the 

location information are shared with witnesses at the stage of 

witness selection. When any of the nodes in the network 

wants to transmit data, it first sends the request to the 

witnesses for legitimacy verification, and witnesses will report 

a detected attack if the node fails the certification. To achieve 

successful clone detection, witness selection and legitimacy 

verification should fulfil two requirements: 1) witnesses 

should be randomly selected; and 2) at least one of the 

witnesses can successfully receive all the verification 

message(s) for clone detection. The first requirement is to 

make it difficult for malicious users eavesdrop the 

communication between the current source node and its 

witnesses, so that the malicious users cannot generate 

duplicate verification messages. The second requirement is to 

make sure that at least one of the witnesses can check the 

identity of the sensor nodes to determine whether there is a 

clone attack or not. To guarantee a high clone detection 

probability, i.e., the probability that clone attacks can be 

successfully detected, it is critical and challenging to fulfil 

these requirements in clone detection protocol design. 

Different from wireless terminal devices, wireless sensors are 

usually of smaller size and lower price, and have limited 

battery and memory capacity. Therefore, the design criteria of 

clone detection protocols for sensor networks should not only 

guarantee the high performance of clone detection probability 

but also consider the energy and memory efficiency of sensors. 

In the literature, some distributed clone detection protocols 

have been proposed, such as Randomized Efficient and 

Distributed protocol (RED) and LineSelect Multi-cast 

protocol (LSM). However, most approaches mainly focus on 

improving clone detection probability without considering 

efficiency and balance of energy consumption in WSNs. With 

such kind of approaches, some sensors may use up their 

batteries due to the unbalanced energy consumption, and dead 

sensors may cause network partition, which may further affect 

the normal operation of WSNs. Christo Ananth et al. 

discussed about a system, In this proposal, a neural network 
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approach is proposed for energy conservation routing in a 

wireless sensor network. Our designed neural network system 

has been successfully applied to our scheme of energy 

conservation. Neural network is applied to predict Most 

Significant Node and selecting the Group Head amongst the 

association of sensor nodes in the network. After having a 

precise prediction about Most Significant Node, we would 

like to expand our approach in future to different WSN power 

management techniques and observe the results. In this 

proposal, we used arbitrary data for our experiment purpose; it 

is also expected to generate a real time data for the experiment 

in future and also by using adhoc networks the energy level of 

the node can be maximized. The selection of Group Head is 

proposed using neural network with feed forward learning 

method. And the neural network found able to select a node 

amongst competing nodes as Group Head. Most existing 

approaches can improve the successful clone detection at the 

expense of energy consumption and memory storage, which 

may not be suitable for some sensor networks with limited 

energy resource and memory storage.  

 

2. RELATED WORK 

1.Some distributed clone detection protocols have been 

proposed, such as Randomized Efficient and Distributed 

protocol (RED) and Line-Select Multicast protocol (LSM). 

2.In most existing clone detection protocols, the required 

buffer storage size depends on the network node density, i.e., 

sensors need a large buffer to record the exchanged 

information among sensors in a high-density WSN, and thus 

the required buffer size scales with the network node density. 

3.Such requirement makes the existing protocols not so 

suitable for denselydeployed WSNs. 

A wireless ad-hoc network, also known as IBSS Independent 

Basic Service Set, is a computer network in which the 

communication links are wireless. The network is ad-hoc 

because each node is willing to forward data for other nodes, 

and so the determination of which nodes forward data is made 

dynamically based on the network connectivity. This is in 

contrast to older network technologies in which some 

designated nodes, usually with custom hardware and variously 

known as routers, switches, hubs, and firewalls, perform the 

task of forwarding the data. Minimal configuration and quick 

deployment make ad hoc networks suitable for emergency 

situations like natural or human-induced disasters, military 

conflicts. A major limitation with mobile nodes is that they 

have high mobility, causing links to be frequently broken and 

re established. Moreover, the bandwidth of a wireless channel 

is also limited, and nodes operate on limited battery power, 

which will eventually be exhausted. Therefore, the design of a 

mobile ad hoc network is highly challenging, but this 

technology has high prospects to be able to manage 

communication protocols of the future. The cross-layer design 

deviates from the traditional network design approach in 

which each layer of the stack would be made to operate 

independently. The modified transmission simulation 

methodology is always there. Agent-based modelling and 

simulation offers such a paradigm. Not to be confused with 

multi-agent systems and intelligent agents, agent-based 

modelling originated from social sciences, where the goal was 

to evaluate and view largescale systems with numerous 

interacting "AGENT" or components in a wide variety of 

random situations to observe global phenomena. Unlike 

traditional AI systems with intelligent agents, agent-based 

modelling is similar to the real world. Agent-based models are 

thus effective in modelling bio-inspired and nature-inspired 

systems. In these systems, the basic interactions of the 

components of the system, also called a complex adaptive 

system, are simple but result in advanced global phenomena 

such as emergence The Path Discovery process is initiated 

whenever a source node needs to communicate with another 

node for which it has no routing information in its table. Every 

node maintains two separate counters: a node sequence 

number and a broadcast id. The source node initiates path 

discovery by broadcasting a route request (RREQ) packet to 

its neighbours. When an intermediate node receives a RREQ, 

if it has already received a RREQ with the same broadcast id 

and source address, it drops the redundant RREQ and does not 

rebroadcast it. If a node cannot satisfy the RREQ, it keeps 

track of the following information in order to implement the 

reverse path setup, power will help that node to dynamically 

vary its propagation range at the physical layer. This is 

because the propagation distance is always directionally 

proportional to transmission power. This information is passed 

from the physical layer to the network layer so that it can take 

optimal decisions in routing protocols. A major advantage of 

this protocol is that it allows access of information between 

physical layer and top layers (MAC and network layer). 

However, these tools focus primarily on the simulation of the 

entire protocol stack of the system. 

Although this can be important in the proof-of-concept 

implementations of systems, the need for a more advanced 

simulation methodology is always there. Agent-based 

modelling and simulation offers such a paradigm. Not to be 

confused with multi-agent systems and intelligent agents, 

agent-based modelling originated from social sciences, where 

the goal was to evaluate and view large-scale systems with 

numerous interacting "AGENT" or components in a wide 

variety of random situations to observe global phenomena. 

Unlike traditional AI systems with intelligent agents, agent-

based modelling is similar to the real world. Agent-based 

models are thus effective in modelling bio-inspired and 

nature-inspired systems. In these systems, the basic 

interactions of the components of the system, also called a 

complex adaptive system, are simple but result in advanced 

global phenomena such as emergence The Path Discovery 

process is initiated whenever a source node needs to 

communicate with another node for which it has no routing 
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information in its table. Every node maintains two separate 

counters: a node sequence number and a broadcast id. The 

source node initiates path discovery by broadcasting a route 

request (RREQ) packet to its neighbours. When an 

intermediate node receives a RREQ, if it has already received 

a RREQ with the same broadcast id and source address, it 

drops the redundant RREQ and does not rebroadcast it. If a 

node cannot satisfy the RREQ, it keeps track of the following 

information in order to implement the reverse path setup. 

 

3. PROBLEM STATEMENT 

Different from wireless terminal devices, wireless sensors are 

usually of smaller size and lower price, and have limited 

battery and memory capacity. Therefore, the design criteria of 

clone detection protocols for sensor networks should not only 

guarantee the high performance of clone detection probability 

but also consider the energy and memory efficiency of sensors. 

To prolong the network lifetime lifetime, i.e., the time 

duration from the start of network until the first occurrence of 

a sensor that runs out of energy, it is critical to not only 

minimize the energy consumption of each node but also 

balance the energy consumption among sensors distributively 

located in different areas of WSNs. 

 

Limitations of Existing Work 

 

1. Most approaches mainly focus on improving clone 

detection probability without considering efficiency and 

balance of energy consumption in WSNs.  

2. Some sensors may use up their batteries due to the 

unbalanced energy consumption, and dead sensors may 

cause network partition, which may further affect the 

normal operation of WSNs. 

3. 3.Most existing approaches can improve the successful 

clone detection at the expense of energy consumption and 

memory storage, which may not be suitable for some 

sensor networks with limited energy resource and 

memory storage. 

4. PROPOSED SYSTEM 

1. Besides the clone detection probability, we also consider 

energy consumption and memory storage in the design of 

clone detection protocol, i.e., an energy- and memory 

efficient distributed clone detection protocol with random 

witness selection scheme in WSNs. 

2. Proposed protocol is applicable to general densely 

deployed multi-hop WSNs, where adversaries may 

compromise and clone sensor nodes to launch attacks. 

3. An energy-efficient ring based clone detection (ERCD) 

protocol to achieve high clone detection probability with 

random witness selection, while ensuring normal network 

operations with satisfactory network lifetime of WSNs.  

4. The ERCD protocol can be divided into two stages: 

witness selection and legitimacy verification. 

 

Advantages 

1. Energy efficient 

2. Memory efficient 

3. High network lifetime can be achieved 

 

5. RESULTS 

 
Fig.1 Source Window 

 
Fig 2. Router Window 
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Fig.3 Clone Detector Window 

 

6. CONCLUSION 

In this paper, we have proposed distributed energy efficient clone 

detection protocol with random witness selection. Specifically, 

we have proposed the ERCD protocol, which includes the 
witness selection and legitimacy verification stages. Both of our 

theoretical analysis and simulation results have demonstrated that 

our protocol can detect the clone attack with almost probability 1, 
since the witnesses of each sensor node is distributed in a ring 

structure which makes it easy be achieved by verification 
message. In addition, our protocol can achieve better network 

lifetime and total energy consumption with reasonable storage 

capacity of data buffer. This is because we take advantage of the 
location information by distributing the traffic load all over 

WSNs, such that the energy consumption and memory storage of 

the sensor nodes around the sink node can be relieved and the 
network lifetime can be extended. In our future work, we will 

consider different mobility patterns under various network 
scenarios. Sensor networks are vulnerable to node replication 

attacks. In this paper, we propose four distributed protocols for 

detecting these malicious attacks. The new protocols improve the 
state of the art by significantly reducing the amount of memory 

space needed, by balancing the memory and energy consumption 
across the network, and by improving the detection probability to 

nearly 100 also have a couple of limitations. They cannot detect 

the replication attacks in a mobile sensor environment. They rely 
on the relatively expensive public key cryptography. Our future 

work is to design replication detection protocols that use the 

secret key cryptography and work for both static and mobile 
sensors. 
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